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ABSTRACT

Networked measurements are essential for the design and implementation of cooperative cyber-physical systems in the Industry 4.0/5.0
era. Indeed, the need for accurate models of real-time communication systems and, especially, of their latency is paramount for enabling
technologies such as advanced manufacturing solutions, simulation, and industrial internet. This paper presents a novel approach to
measuring latency in wireless communication networks, focusing on the metrological characterization of individual subsystem contributions.
By leveraging Time-Sensitive Networking (TSN) for synchronization, and employing cost-effective hardware solutions, we aim to provide a
structured assessment of the measurement system’s capability to isolate and quantify latency contributions of individual communication
modules, from the protocol stack to the Wireless Network Interface Controller (WNIC). The proposed approach is practical, flexible, and
adaptable to various environments and deployment scenarios, representing a significant advancement in latency measurement techniques
for modern network environments.
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1. INTRODUCTION [2]. While latency estimation and modeling are well-established
topics, they often remain an open issue from the modeling point
of view due to the continuous evolution of network traffic, topo-
logies, and application demands [3]. Precise latency distributions
are paramount for building and tuning theoretical models effect-
ively, as latency serves not only as a critical performance indicator
butalso as a means of detecting safety and security issues in sensor
networks [4], [5].

Network latency modeling is generally characterized by a black-
box approach [6], focusing solely on end-to-end latency [7], [8].
However, this approach often overlooks the complexities of the
underlying communication infrastructure. To accurately assess
latency in time-critical systems, it is essential to consider the spe-
cific and characteristic delay contributions introduced by each

In the era of Industry 4.0/5.0, cyber-physical systems must
collaboratively make decisions despite uncertainties arising from
sensor data, network impairments, and actuation. Control de-
cisions must remain robust across heterogeneous communication
domains to support human-machine and machine-to-machine
collaboration. Networked measurements are essential for the
design and implementation of these systems, which require the
availability of accurate theoretical and simulation models for real-
time communication systems.

These models are crucial for the virtual emulation of physical
systems, especially for digital twins, enabling system design, optim-
ization, and monitoring without direct physical intervention [1],
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subsystem within the entire communication infrastructure [7],
[9].

However, this approach presents several challenges. Firstly, not
all subsystems are directly measurable, even with software or hard-
ware probes. For instance, modern Network Interface Controllers
(NICs) often utilize closed-source firmware and specialized hard-
ware, rendering internal measurementsimpractical [10]. Secondly,
time synchronization is crucial in this measurement process, par-
ticularly for end-to-end latency measurements and NIC latency
characterization [11], [12]. These aspects become even more chal-
lenging in wireless networks, where capturing transmissions is
inherently more complex.

In this paper, we present a novel approach to measure latency
in wireless communication networks, with the ultimate aim of
providing a metrological characterization of latency contribu-
tions from the protocol stack to the Wireless Network Inter-
face Controller (WNIC). Our system is based on cost-effective
hardware solutions and exploits a supplementary wireless device
in monitor mode to capture transmitted packets. We leverage
the IEEE 802.1AS standard within Time-Sensitive Networking
(TSN) for time synchronization, enabling precise timestamp co-
ordination across all devices involved in the measurement process.
TSN provideslow-latency and deterministic communication over
Ethernet [13] and has recently been extended to the wireless do-
main [14].

The paper is organized as follows. Section 2. investigates the
main related works and delineates the actual paper contributions.
Section 3. describes the architecture of the measurement setup
and the proposed measurement methodology. Section 4. provides
a mathematical modeling of the measurement system. Section 5.
applies the proposed technique to real-case scenarios and discusses
the obtained results. Finally, section 6. provides some concluding
remarks.

2. RELATED WORKS AND CONTRIBUTION

Latency measurement is a well-established field with numer-
ous approaches and methodologies. Probe packets, specifically
forged and timestamped to measure communication infrastruc-
ture delays, are a common instrument for latency evaluation [5].
For instance, [15] exploits lightweight probe packets at link edges,
while [16] introduces DMS, a statistical latency measurement
platform leveraging DNS infrastructure in large-scale scenarios.
Paper [17] combines TSN and probe packets to detect issues
in Software-Defined Networking applications. With a different
approach, [18] explores the correlation between network- and
application-level latency using packets directly involved in the
final application.

Accounting for delays induced by the measurement system it-
selfiscrucial. To thisaim, [19] proposes INTEST, amethod to com-
pensate for probe packet delays in wired networks, whereas [20]
addresses packet delay estimation in distributed service networks,
aiming to reduce overheads while maintaining accuracy. In [21],
the authors introduce COLATE, a probe-less scheme that yields
precise per-flow latency estimates through statistical denoising.

Timestamping probes at different points along the end-to-end
communication path requires maintaining mutual synchroniz-
ation among probes. Several studies have explored this method,
often using GPS for synchronization purposes in diverse scenarios,
from power grids to software systems, as described in [22]-[25].
Conversely, [26] evaluates the performance of IEEE 1588 for time
synchronization in transmission substations, concluding that it
is accurate and suitable for protection and control applications,
potentially more so than GPS-only systems.

Despite these advancements, most existing approaches primar-
ily focus on end-to-end latency, overlooking the contributions of
individual subsystems.

2.1. Contribution

Moving from the above considerations, our research extends
beyond the limitations of existing approaches by enabling the
measurement of each subsystem’s contribution to overall latency.
The primary objective is to define a measurement methodology
that captures latency introduced by both the protocol stack and
the WNIC during transmission and reception phases, as well
as accurately measure and account for the packet transmission
process.

A secondary, yet equally important, goal is to provide a cost-
effective solution. This is achieved by utilizing an independent
wireless device in monitor mode and eliminating the need for
GPS receivers on every device, a common limitation in existing
approaches. Indeed, while GPS technology could offer the re-
quired sub-microsecond precision [27], [28], its practicality may
be limited in several scenarios. Therefore, we leverage TSN and
the IEEE 802.1AS standard for time synchronization, enabling
precise synchronization across all network devices without GPS
modules or hardware-level interventions.

3. SYSTEM ARCHITECTURE AND MEASUREMENT METHODO-
LOGY

The measurement setup architecture, illustrated in Figure 1,
comprises four general-purpose devices. Two of these devices,
designated as the source and destination, are directly linked via
Wi-Fi and serve as the devices under test (DUTs). These DUTs are
used to evaluate both end-to-end wireless latency and individual
contributions of each subsystem involved in the communication
process. The third componentisa “capture device”, i.e. an external
WNIC, transparent to the main communication, and equipped
with the industry-standard Wireshark packet analysis tool.

Since the expected latencies are in the order of hundreds of
microseconds, itbecomesimportant to maintain precise synchron-
ization across the devices to enable accurate measurements. To
address this, the fourth component of the setup is a TSN switch.
This switch implements a secondary Ethernet network that inter-
connects all devices, and is used to ensure a strict synchronization
through the standard IEEE 802.1AS, a generalized profile of the
IEEE 1588 Precision Time Protocol (PTP) defined with TSN,
and commonly referred to as “gPTP”.

All devices in the setup operate on the Linux kernel, chosen
for its comprehensive TSN support and ability to provide access
to both hardware and software timestamping capabilities. These
features are essential for the proposed measurement methodology.

3.1. Details on the measurement procedure

With reference to Figure 1, the direct connection through a
Wi-Fi link is the principal path between the source and destin-
ation DUTs. Specifically, the source device works as a SoftAP
(Wi-Fi Access Point implemented via software), while the destin-
ation device operates as a Station. Meanwhile, the capture device
passively monitors the wireless channel, overhearing transmitted
frames on the channel without connecting to the SoftAP.

In this setup, latency measurements are implemented with
the transmission of a stream of User Datagram Protocol (UDP)
packets between the source and destination devices. Each UDP
frame was embedded with a unique sequential number and a
transmission timestamp [17]. These packets were then subjected
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Figure 1. Scheme of the measurement setup.

to timestamping at multiple stages throughout the communica-
tion process, as it will be better detailed in subsection 3.2. This
approach allows for a comprehensive analysis of latency at various
points in the network transmission path, with the definition of
three distinct datasets:

1) At receiver side: containing t1 and ts timestamps (repres-

enting end-to-end latency).

2) At source side: containing t, timestamps.

3) At capture device: containing t3 timestamps.

Once these datasets have been acquired, they are merged by
comparing the sequence number of each packet. The obtained
final dataset not only yields complete latency information but
also provides insights into possible packet losses and the stage at
which a packet was dropped or lost. In practice, a comprehensive
view of the communication process was obtained by correlating
timestamps and sequence numbers across the datasets.

3.2. Measurement probes

In the proposed measurement setup, several software probes
have been deployed at different points along the communication
path. These probes are referred to as ty, where X ranges from 1 to
S, and serve to measure the intermediate times at various stages,
as better detailed below.

Two probes, namely t; and ts, are positioned at the boundary
between the application level and the kernel space of the source
and destination devices, respectively. At transmission, the packetis
timestamped with t4 just before being passed to the protocol stack,
while at reception, the packet is timestamped at the application

level as soon as it becomes available from the kernel space. For
this reason, t; and t5 do not include any additional (random)
processing time due to application protocol execution, and they
are retrieved by reading the CLOCK_REALTIME.

Another pair of probes, t; and t4, are positioned at the bottom
of the kernel space on both the source and destination devices.
These timestamps are obtained using the SO_TIMESTAMPING
socket option, which allows the Linux kernel to provide high-
precision transmit and receive timestamps [29]. It is a Linux fea-
ture that enables programs to ask the system (kernel) for precise
timing information about when a packet was actually transmitted
or received. If the hardware supports this feature, which is the case
for Network Interface Cards (NICs) equipped with PTP Hard-
ware Clocks (PHC:s), this mechanism captures timestamps very
close to the physical layer and without OS intervention, signific-
antly reducing the impact of processing delays on the timestamp
value.

This mechanism allows precise timestamping at the lowest
level of the protocol stack. Specifically, transmit timestamps ¢,
are generated by the NIC hardware at the moment a frame is
physically transmitted, while receive timestamps t, are recorded
upon physical packet arrival.

The final probe, t3, is located on the capture device, which
intercepts transmitted frames using a wireless interface operat-
ing in monitor mode. This configuration enables the capture of
raw wireless frames directly from the air, independent of higher-
layer protocol processing. Timestamping occurs just before the
captured frames are handed to the kernel from the WNIC.
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Timestamp t3 measures the delay introduced by the WNIC
on the source device during frame transmission. Specifically, after
being timestamped at t,, the frame is passed to the WNIC for
transmission. Timestamp t3 captures the exact moment the frame
is transmitted over the air. Since the interface operates in monitor
mode and is not part of a typical socket-based communication
flow, Wireshark is the only feasible way to obtain timestamps in
this context. This tool records the precise momenta frameis passed
from the WNIC to the kernel driver in kernel space, offering a
high-resolution timestamp aligned with the other probes in the
system.

All the described probes, illustrated also in Figure 1, are fetched
from the CLOCK_REALTIME clock internal to each device. In
Linux, CLOCK_REALTIME refers to the system-wide real-time
clock, which represents the current real-world time (i.e. “wall
clock” time) inside the system [30]. This clock provides high
resolution timestamps with nanosecond precision and can be ad-
justed by external synchronization mechanisms, such as NTP
(Network Time Protocol) or PTP.

In our setup, the IEEE 802.1AS-defined gPTP distributes a
common time reference to all participating devices, allowing each
instance of CLOCK_REALTIME to reflect a unified global time base.
In particular, for the synchronization, the TSN switch serves as
the Grandmaster (GM), not only providing connectivity but
also acting as the time reference for all other devices. The DUTs
and the capture device function as Slaves (SL) in this configura-
tion. PTP, which is implemented through the 1inuxPTP suite,
synchronizes the internal PTP Hardware Clock (PHC) of each
Ethernet Network Interface Controller (NIC). As the PHC is
not directly accessible for timestamping, it is necessary to syn-
chronize it with the system’s real-time clock (CLOCK_REALTIME).
This synchronization is achieved using the phc2sys clock man-
agement software, which periodically reads the PHC and adjusts
the system clock accordingly. As a result, each device’s system
clock is synchronized with the GM clock with nanosecond-level
precision, ensuring accurate and consistent timekeeping across
the entire network.

4. MODELING OF THE MEASUREMENT SYSTEM

To ensure that the latency values extracted from the datasets
mentioned in section 3. are both meaningful and trustworthy, itis
necessary to analyze how synchronization accuracy and timestamp
uncertainties affect the measurements. Since latency is computed
from timestamp differences between distinct devices, understand-
ing how uncertainties propagate through the system is essential.

This section presents an analytical evaluation of whether the
proposed setup can yield accurate and stable latency measure-
ments. The analysis builds on the synchronization model intro-
duced in [31], which describes master-slave synchronization using
PTP with servo controllers.

We extend this model to account for multiple slave devices,
as required by our experimental configuration. This is critical
because, as discussed in the previous section, latency computation
relies on timestamp data collected across multiple devices. Thus,
assessing the synchronization mechanism’s ability to constrain
uncertainty and maintain consistency in a multi-slave scenario is
fundamental.

The extended model is introduced at first in a simplified form,
considering only one master and two slaves, as depicted in Figure 2.
These slaves serve as a representative case and do not correspond
directly to specific slaves in the actual proposed setup. Indeed,
the analysis performed on this simplified two-slave model can be
generalized to any pair of slaves within the larger configuration. In

Clock offset
estimation

with PTP
oo Mastercock Uy 1 Pn) smerdok
I
P (k) tmk) A ‘ tey (k) |
[ Lo (arid-o
A

Figure 2. The proposed synchronization model (derived and extended from
[31]). The model refers to the case of one master and to multiple slaves. Each
slave is driven by a controller C; which gets the master’s offset estimated by
PTP as an input.

the following, note that vector or sequence variables are presented
in bold, whereas scalar variables are shown in regular font.
Following the original model, the master and slave clocks are
modeled as discrete-time integrators, updated at each synchron-
ization interval. The output sequences of the accumulators are
denoted by ¢, (k), for the master, and ¢, (k), for the slave i, and
represent their respective timestamps at step k. The correspond-
ing input sequences to these integrators are denoted by p,, (k)

and p,, (k), respectively, and are defined as follows:

Pm(k) = (1 +vy) T+ 8 (k) + &, (k)
ps (k) = (1 +vy) T+ 8:(k) + (k)

where:

a. T: The nominal time period of the synchronization update;

b. v, and vy: The clock drift rates of the master and slave i,
respectively, primarily due to local oscillator skew;

c. 0z(k): The error in the synchronization period T at step
k, resulting from factors such as network delay variations
(jitter) and congestion;

d. &y(k) and g (k): Random sequences modeling the com-
bined frequency and phase noise of the master and slave i
clocks, respectively.

Comparing Figure 1 and Figure 2, it is important to note that
tm(+) and £, () correspond to the PTP Hardware Clocks (PHCs)
of the master and slave devices, respectively. It is then the re-
sponsibility of the phc2sys software to keep the system clock
synchronized with the PHC inside each device. This will ensure
that all timestamps are consistent across devices.

Each synchronization branch between the master and a slave
device involves clock offset estimation using PTP. As in [31], we
consider the PTP offset estimation at step k to be affected by a
sequence of uncertainty contributions, denoted by y; (k) for slave
i. This term ¥; (k) encapsulates various error sources:

- Propagation path asymmetries (recall that PTP fundament-
ally assumes symmetric forward and reverse communication
paths);

- Timestamping jitter;

- Limited resolution of the timestamping process on both the
master and slave devices.

The estimated offset then feed the controller C; of the slave i,
which is modeled as a proportional-integral (PI) controller.

(1)
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From this, it is possible to derive the state-space realization of
the system as in equation 2:

Master

{xm[k + 1] = xy[k] + pu[k]
tmlk] = xm[k]

Slave 1
X, [k + 1] = x, [k] + pg, [K] + u;, [k]
t, [k] = x, [k]

Slave 2

X, [k + 1] = x,,[k] + pg, [k] + u,[K]
t,,[k] = x,,[k]

PI Controller 1
Xe [k + 1] = x [K] + t[k] — t, [k] + v1[K]
Ve, [k] = K x, [k] + (Kp + K1) (tw[k] — ¢, [K] + v1[K])

PI Controller 2
Xy + 1] = 2, [K] + £ [K] = £, [k] + 1K)
Ve, [k] = Kix,[k] + (Kp + K1) (tw[k] — &, [k] + v2[k]),
(2)

where the symbol u, represents the control input for the clock
of the i-th slave. The internal clock states of the master and the
i-th slave are denoted by x,,, and x,, respectively. Additionally,
X, maintains the integral state of the PI controllers for each i-th
slave.

It is noteworthy that all the PI controllers have identical gains
Kp and K7. This decision facilitates the analysis and constitutes
a plausible assumption, particularly when the network devices
employ an identical implementation of PTP. This scenario is ap-
plicable in our study, wherein we have utilized the 1inuxPTP
implementation of PTP within our setup. Consequently, pre-
suming homogeneous controller gains for both slaves is justifiable,
given that in our implementation, the default configuration para-
meters for PTP have been retained and the same algorithm is
deployed across all devices.

From equation 2, defining the state variable as q =

T, . . .
[xm, Xgyr Xy Xeys ch] itis possible to derive the close-loop system
dynamic that is:

q* =Aq+ B, p, +B, p,+B, Pn

3)
+B yv1+B,v
with:
1 0 0 0 o0
Ki+Kp 1—-K;—Kp 0 K, 0
A: KI+KP O 1—K1—KP 0 KI
1 -1 0 1 0
1 0 -1 0 1
T
b, =[0 1 0 0 0] “

b,=[0 0 1 0 o
=100 0 0
=0 Ki+kp 0 1 0]

I W W W W

=0 0o Ki+Kk, 0 1]".

These equations form the basis for the determination of two
key aspects of our system. First, we need to verify whether the
system can minimize the difference between the master and slave
clocks, i.e., X, and x;.. Second, we need to assess the difference
between the two slave clocks, X, and Xy, asitis essential that they
remain bounded. This is crucial because, as mentioned earlier,
latencies are computed from the differences between timestamps
recorded by different devices.

Regarding the first aspect, we refer to [31] where it is shown
that if K1 and Kp are chosen such that the system remains stable,
then:

xsi(+°0) - xm(-I-OO) =0 = xsi(+oo) = xm(+oo) . (5)

This implies that the slave clocks asymptotically converge to the
master clock. Furthermore, it is shown that the steady-state cov-
ariance 045 of the difference between the master and slave clocks

is given by:
QK5 +KpKi+2K)) 0%+ 2 (02 + 0?)
mi Kp (4 — Ky — Kp) ’

Regarding the difference between two slave clocks, it may be
useful to introduce a reduced state-space representation. Let us
define a new set of state variables:

(g

(6)

- T
q= [x51 — X, (xq - xcl) + (Vsl - Vsz) T/KI' xm] 5
p_s; =Ds — & - (7)

From the system equations in (2), the new state-space representa-
tion is given by:

1-Kp—K; K; O 1 1
q"" = -1 1 0 q+ 0 g, + 0 &,
0 0 0 0 0
Kp + K; Kp + K| (8)
+ 1 v+ 1 Y2
0 0

=Aq+ Be &, + B &, + Byi+By,.

A first result from (8) is that the difference between two slave
clocks does not depend on the master clock. In fact, all the com-
ponents related to x,, inside the various matrices are equal to zero,
meaning that it is possible to define a further reduced state-space
representation that does not include x,,,. Besides, the most signi-
ficant result is that the difference between the slave clocks does
not depend on the master clock.

Byselectingthe controller gainsso that the eigenvalues A satisfy
|4;] < 1, we achieve zero steady-state tracking error between the
slave clocks, i.e.,
g1(+0) =0 =

X, (+00) — x,,(+) =0

()
= xS] (+OO) = x52(+00)_
Now, considering the covariance matrix P (k) =
E{q(k) q(k)} we have
P(k+1)=AP(k)A" +B_B} 0 +B_Blo2
1 1 1 2 S22 %2 (10)

R RT .2 R pT .2
+ BY1BY1UY1 + BVzBYzaYz’

Under the assumption that the system is stable, there exist

k|P(k + 1) = P(k),Vk > k so that is possible to define the
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|

Figure 3. Real experimental setup.

steady-state covariance matrix P(+00) in which the steady-state
covariance 0‘51 is the element (1, 1) of the matrix P (+0):

, _ QK+ KiKp+ 2K) (o7, +0f,) + 2(0? +02)
@ Kp (4 — K1 —2Kp) '

g,

(11)

As a first observation, please notice that (6) and (11) share the
same structure. Additionally, it is clear in equation (11) that the
steady-state covariance of the difference between two slave clocks
does not depend on the master clock in any term. Instead, it solely
depends on their stability, i.e., the frequency and phase noise of
the slave clocks, as well as the PTP offset estimation error on the
respective slaves.

Similarly to what has been obtained in [32], given that Kp > 0,
Ki=0 andO'(Z.) > 0, it follows that 0 < Kp < 2and K} < 4 —
2 Kp. So, satistying these conditions, as soon as the uncertainties
associated with the single slaves are bounded, the system is stable
and the steady-state covariance of the difference between the two
slave clocks is bounded.

As stated above, the slaves share the same implementation of
PTP and, for the experimental sessions, the controller parameters
were left at the default values. In particular, the default values
for the 1inuxPTP implementation are Kp = 0.7 and K1 = 0.3.
Clearly, the default gains satisfy the above conditions.

For the various devices involved in the setup, we do not have ex-
actvalues of the associated uncertainties. Anyway, from [31]-[35],
for non GPS-disciplined clocks, as in this measurement setup, we
can assume ¥;(k) ~ N (0, 0’%.) and g, (k) = €, (k) = e(k) ~
N(0,0?2) with oy, = 30nsand 0% = 2ns.

Using these values and equations (6) and (11), we can compute
the steady-state covariance of the difference between the two slave
clocks and between the master and slave clocks which results
respectively in oy ~ 45nsand oy, = 32 ns.

5. EXPERIMENTAL RESULTS

The proposed measurement setup has been tested in a real-use
case scenario, which is shown in Figure 3.

Specifically, both the source and destination devices are
TNKi5000 Intel NUCs equipped with Intel Core i5-1135G7
CPUs, running Ubuntu 20.04 with kernel version 5.17. The
source device was set as a Soft AP employing the Hostapd soft-
ware. The capturedeviceisathird Intel NUC butrunning Ubuntu
22.04 with kernel version 6.3. To set the capture device in monitor

1.0 T T T T
[ Device
| —— Source
0.8 - = Destination B
: —— Capture
0.6 -
a9 L
a L
Q
s L
04 B
0.2 -
00 [ 1 1 1 1 1

—40 -20 0 20 40 60
Offset error (ns)

Figure 4. ECDF of the synchronization error.

Table 1. Statistics of the synchronization error.

Mean (ns) Std(ns) Min(ns)  Max (ns)
Device
Capture 0.03 8.18 -21.00 24.00
Destination 0.72 15.69 -32.00 41.00
Source -1.67 15.34 -40.00 56.00

mode, we used the Airmon-ng utility provided by the Aircrack-ng
suite.

The TSN switch is an NXP LS1028A-RDB, running the Real
Time Edge Linux distribution. As mentioned, the switch is con-
figured as the grandmaster clock, while the Intel NUCs are con-
figured as slaves.

The first experiments concerned time synchronization since it
is necessary to check the accuracy provided by IEEE 802.1AS. In
this direction, we acquired the offset error reported by PTP for
each slave. The results are shown in Figure 4 whereas the detailed
statistics are reported in Table 1.

As can be seen, the time synchronization component operates
well within acceptable limits, ensuring that data collection and
analysis are accurate and reliable. Regardless of the device under
consideration, the worst-case synchronization error consistently
remains below 60 ns, with an average value centered around 0 ns.
Notably, the standard deviation exhibits a non-negligible value on
the order of tens of nanoseconds. This is due to the fact that the
synchronization error is not constant but varies over time. Thisisa
common behaviorin PTP networksand is caused by several factors,
including network conditions such as asymmetrical propagation
delays and uncertainties in timestamping, the quality of the clock
such as differences in skew, drift, jitter, and offsets, and the PTP
update period, which in this case is set to 1s. It is essential to
note that the standard deviation found experimentally for each
pair of master-slave devices refers to the standard deviation g,
estimated in (6). Notably, the experimental value is significantly
lower than the theoretical one, indicating that the estimated oy,
represents a worst-case scenario. This suggests that the uncertainty
contributions from y;(k), &, (k), and €,,,(k) in the real setup are
considerably lower t}ﬁ;gn)thc?sg a)ssumednilg t%w model. P

This is a positive result, as it confirms that the synchronization
procedure effectively stabilizes the system and keeps uncertainties
bounded. It is reasonable to assume that a similar behavior would
be observed for slave-slave synchronization, even though it has
not been verified experimentally. Such verification would require
a more complex setup, which is beyond the scope of this work.
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Figure 5. EPDFs of different latencies in the system under test.

5.1. Multicast UDP packet stream

The second experiment was concerned with latency measure-
ments. In particular, three sets of experiments were carried out,
where probe frames were sent as a multicast UDP stream with
different rates, specifically 1000 packets per second (pps), 100 pps,
and 10 pps. We selected those rates as they cover the majority
and most common use cases in the field of wireless industrial
applications [36]. Using a multicast stream represents the most
general way to exploit the proposed measurement setup. Indeed,
this approach allows for the capture of the same probe frame by
multiple devices. This is particularly useful for comparing latency
when multiple destination devices or communication paths are
involved. It allows for a direct comparison of timestamps captured
by the probes, providing a comprehensive view of the transmission
process. The focus was on

- ts_1 thataccounts for the end-to-end latency;

- tp_1 that provides an insight about the latency introduced

by the protocol stack during the transmission;

- t4—, thatboth latencies of the WNIC in tx and rx, the trans-

mission medium delay;

- t3_p which provides an insight about the latency introduced

by the WNIC during the transmission;

- ts_4 that accounts for the reception stack execution time.

The results are shown in Figures Sa to Se whereas the detailed
statistics are reported in Table 2.

Examining the Empirical Probability Density Function
(EPDF) end-to-end latency depicted in Figure Sa, itis evident that
the latency trends can vary significantly depending on the packet
rate. Specifically, at both 10 pps and 100 pps, we observe similar
bimodal trends with very similar average values of 2344 ps and

(b) EPDF of the transmission stack execution time.
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Table 2. Statistics of the latency measurements.

Mean (us)
ts_1  tro1 4z t5-4 32 43
rate (pps)
10 2344 17 2308 20 1126 1182
100 2399 27 2356 16 1023 1333
1000 2126 5 2102 19 875 1227

2399 us, respectively. However, this trend dramatically changes
at 1000 pps, where the latency distribution becomes more dis-
persed, displaying an undulatory pattern while maintaining an
average latency similar to the previous cases, albeit slightly lower.
Analyzing the transmission stack execution time, shown in Fig-
ure 5b, and the value of t,_4 in Table 2, it can be observed that
changing the packet rate leads to a significant change in latency.
Specifically, as the packet rate increases, the transmission stack
latency decreases. This may be due to power-saving mechanisms
being temporarily disabled and/or the kernel prioritizing the send-
ing process when high transmission rates are required. However,
notably, a comparison with Figure Sa puts evidence that the contri-
bution of the protocol stack execution time to the overall latency
is minimal.

Moving to Figure Sc, one of the most significant findings
emerges from the analysis of WNIC latency in transmission and
reception, along with the transmission medium delay.

Observing the trends, they closely mirror those of end-to-end
latency, where the 10 ppsand 100 pps rates exhibita bimodal trend,
while the 1000 pps rate displays a spread-out undulatory behavior.
This measurement highlights the substantial influence of WNIC
latency on end-to-end latency. It should be noted that Figure Sa
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Figure 6. Comparison packets timestamped in the source device kernel space (t,), in the capture device (t3) and in the destination device kernel space (t,) at

different packet rates.

and Figure Sc differ only by tens of microseconds, which roughly
represents the delay introduced by the protocol stack. Leveraging
the capture device allows for comprehensive insight into WNIC
latency contributions in both transmission and reception.

Notably, the trends in Figure Sc and Figure Se differ funda-
mentally, indicating that the trend in Figure Sc is not primarily
driven by WNIC transmission latency. Further analysis revealed
thatlatency t3_, measured from the WNIC to the capture device
is consistently lower than latency t4_, measured from the WNIC
to the destination device. This suggests that the contribution of
the WNIC in transmission is generally slightly lower than in re-
ception, indicating that the latency EPDF from WNIC to WNIC
is mostly driven by the receiving WNIC, possibly due to queuing
mechanisms. In other words, the WNIC in reception introduces
a higher latency than the WNIC in transmission. It is the primary
source for the bimodal behavior in the overall latency EPDF.

Opverall, these results confirm that placing the WNIC of the
capturing device in monitor mode significantly reduces latency
while capturing raw packets, enabling effective measurement of
WNIC latency in both reception and transmission.

Finally, the analysis of reception stack execution time depicted
in Figure Sd reveals a latency similar to that of the transmission
stack. However, unlike the transmission stack, changes in the
transmission rate do not lead to significant alterations in the
EPDF pattern.

In order to provide a more comprehensive understanding of
latency dynamics, we compared packet timestamps at different
stages of the communication process. Specifically, we compared
timestamps at the source device kernel space (t;), the capture
device (t3), and the destination device kernel space (t4). The res-
ults, depicted in Figure 6, show the behavior across three different
packet rates.

For 10 pps and 100 pps, the packets are sequentially transmit-
ted, as evidenced by the timestamps acquired by the capture device
occurring earlier than those at the destination device. This ob-
servation underscores the effectiveness of the proposed method
with the capture WNIC in monitor mode.

However, the situation differs at the 1000 pps rate (Figure 6c).
Here, it is evident that packets at the destination WNIC are
enqueued before being passed to the kernel. Indeed, as can
be seen, multiple packets with different sequence numbers are
timestamped simultaneously. Interestingly, this effect is not ob-
served in the timestamps of the source device, nor in those of the
capture device. This is a clear indication that packet queuing is
occurring at the destination WNIC.

Table 3. Statistics of the latency measurements with unicast UDP packet stream

Mean (us)
ts—q troqg typ ls_y 35 l4-3
rate (pps)
10 719 43 660 16 518 142
100 745 42 688 15 505 183
1000 686 7 664 15 436 228

5.2. Unicast UDP packet stream

Anothersetof experiments was carried out usinga unicast UDP
packet stream. This has been done to investigate the sensitivity
of the measurement setup to different mechanisms of generating
probe frames. The same set of probes as in the previous section
has been used to measure the same latencies.

The results are shown in Figure 8a, Figure 8b, Figure 8c, Fig-
ure 8d, and Figure 8e respectively, whereas, the detailed statistics
are reported in Table 3.

Starting with the end-to-end latency shown in Figure 8a, it can
be observed that it differs significantly from the multicast case
shown in Figure Sa, both in terms of trends and mean latency.
Regarding the trend, the multimodal behavior is still present.
However, in this case, the EPDF for 1000 pps has the same trend
as the other two rates. In other words, when unicast transmission
is used, the oscillatory behavior at 1000 pps is no longer present,
and the (bimodal) EPDFs for all three cases almost overlap. This
means that, depending on the routing policies or the destination
device, the network exhibits different behaviors.

Regarding the mean latency, as seen by comparing Table 2 and
Table 3, it is possible to observe a significant reduction in over-
all end-to-end latency in the unicast case, dropping from about
2300 us for the multicast stream to about 700 ps for the unicast
case. This result is not surprising. Indeed, in IEEE 802.11, mul-
ticast transmission is performed at a legacy data rate of 6 Mbps.
In contrast, unicast transmission is either performed at the max-
imum data rate supported by the devices or selected by the rate
adaptation algorithm. This is confirmed by the screenshot of
packet acquisition reported in Figure 7, which compares the two
raw captured frames by the capture device. As can be seen, in the
multicast case, the transmission is performed at 6 Mbps, while in
the unicast case, a rate of 156 Mbps is adopted.

Similarly to the multicast case, the transmission stack execution
time, shown in Figure 8b, exhibits a decreasing trend as the packet
rate increases. However, in this case, for 100 pps and 10 pps, the
difference between the two EPDFs is not as significant as in the
multicast case. On the other hand, similar to the multicast case, the
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Figure 7. A comparison raw captured frames by the capture device at different
transmission types.

EPDF at 1000 pps shows a noticeable decrease in the transmission
stack execution time.

It has to be stressed that in all experiments, all known and
configurable power-saving settings were adjusted to limit the in-
tervention of power-saving mechanisms. However, as suggested
by Figure 8b, there appears to be a certain threshold in the packet
transmission rate, beyond which the kernel allocates more re-
sources to the transmission task, leading to the observed decrease
in latency.

Regarding the reception stack execution time, shown in Fig-
ure 8d, the behavior is similar to the multicast case, suggesting
that the reception stack execution time is not significantly affected
by the packet rate, nor does it represent a significant contribution
to the overall end-to-end latency.

As previously observed and confirmed by Figure 8c, the main
contributor to the overall latency is the elaboration time of the
WNICs. Indeed, analyzing Table 3, and considering the exper-
iment at 10 pps, it can be noticed that 660 ps out of 719 us are
due to the WNICs. However, when examining each individual
contribution to the WNIC latency t4_;, namely t3_, for the
transmission and t,_3 for the reception, some fundamental dif-
ferences with the multicast case are evident. Specifically, in the
multicast case, t3_ and t4_3 contribute approximately equally
to t4_p, while in the unicast case, the transmission latency t3_,
is noticeably greater than the reception latency t4_3.

Opverall, the obtained results allow us to draw some conclu-
sions about the proposed methodology. Actually, the method-
ology has proven to be effective in characterizing the latency of
individual subsystems within a communication network. It has
demonstrated the ability to capture the contributions to the over-
all latency and to highlight differences in network behavior de-
pending on the transmission type. In practice, the results show
the flexibility of the proposed methodology, allowing it to cap-
ture details under various network conditions and application
scenarios.

Notably, the results concerning the various measured latencies
in the setup, particularly the one related to the airtime latency
t4—2, must be interpreted as best-case scenario values, as they are
obtained in a quasi-ideal environment. Specifically, the distance
between the source and destination devices is very short, and the
Wi-Fi channel is selected to be free from interference or the pres-
ence of other transmitting devices. In areal-world scenario, airtime
latency can vary significantly due to multiple factors, including the
presence of other devices, increased distance between transmitter
and receiver, obstacles in the environment, and the specific config-
uration of the Wi-Fi network and MAC layer. Since Wi-Fi relies
on CSMA/CA, collisions may occur, forcing transmitting nodes

to wait for arandom backoff period before retransmitting. Thisin-
troducesanon-deterministic component to the latency. Moreover,
environmental conditions and MAC/PHY layer configurations
directly influence the modulation scheme and data rate used for
transmission. These parameters are also non-deterministic, as rate
adaptation algorithms dynamically adjust the modulation scheme
based on channel conditions. In general, longer distances or the
presence of obstacles lead rate adaptation algorithms to select
more robust but slower modulation schemes, thereby increasing
airtime latency [37], [38]. Therefore, in more complex deploy-
ments, it is essential to consider the impact of the environment
and network configuration when evaluating airtime latency [39],
[40]. Nevertheless, the proposed methodology is capable of cap-
turing airtime latency in real-world scenarios and can thus be
employed to measure it in more complex setups.

6. CONCLUSIONS

In this paper, we introduced an innovative methodology for
measuring latency in wireless-based communication networks,
aiming to dissect the contributions of individual subsystem com-
ponents, such as protocol stacks and WNICs. The proposed
approach offers flexibility by enabling the placement of software
probes at various points within the protocol stack, potentially al-
lowing for the measurement of the latency introduced by multiple
subsystems and components of the communication system.

To address subsystems that only permit a black-box measure-
ment approach, like the WNIC, capture devices have been used
thatare capable of estimating latencies introduced by such systems.
This approach strikes a balance between measurement accuracy,
setup complexity, and cost.

A critical aspect of the proposed methodology is the precise
time synchronization the devices involved in the measurements
need. This issue has been addressed by exploiting Time-Sensitive
Networking, which is able to ensure that synchronization errors
remain below tens of nanoseconds even in the worst-case scenarios.

A real-world use case has been addressed to investigate the
proposed methodology. The results have shown that the approach
offers a comprehensive understanding of latency dynamics within
communication networks, offering insights into performance
bottlenecks and facilitating targeted optimization efforts.

Itis worth noting that, despite the proposed methodology hav-
ing been tested with only two nodes in an isolated network, it can
be easily extended to more complex scenarios. This includes net-
works with several nodes, multi-hop networks, whether public or
private, and multi-domain networks (both wired and wireless).
Accurate synchronization can still be achieved even in the pres-
ence of interfering traffic by utilizing additional features provided
by TSN. Indeed, time-critical PTP traffic can be prioritized by re-
serving portions of bandwidth (IEEE 802.1Qav) or by scheduling
and shaping traffic based on their priority class (IEEE 802.1Qbv).

Notably, in such complex scenarios, as a further issue, evaluat-
ing uncertainties becomes crucial, especially in multi-domain and
multi-hop networks, as each domain and network segment may
contribute individually to the overall uncertainty. Moreover, it is
necessary to assess the potential limitations of the capture device,
such as understanding the maximum amount of traffic it can
actually receive and timestamp without introducing significant
errors.

Moving forward, future research efforts will focus on charac-
terizing the uncertainties inherent in the proposed measurement
setup. Building upon this foundation, we aim to refine the meas-
urement technique further and conduct additional tests, possibly
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8. EPDFs of different latencies under a unicast UDP packet stream.

increasing the number of probes involved in the measurements
to enhance accuracy.
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