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ABSTRACT

This paper explores the challenges of integrating existing in-vehicle networks (IVNs) with Ethernet, explicitly focusing on the coexistence of

traditional Controller Area Network (CAN) systems with Single Pair Ethernet (SPE) and Time-Sensitive Networking (TSN). The research

presents an experimental setup using real hardware to simulate a zonal vehicle architecture, where CAN nodes are integrated into the

in-vehicle Ethernet network.

The approach utilizes a gateway implemented on a TSN-enabled switch, facilitating seamless connectivity between the real-time CAN

network and the TSN-enabled in-vehicle Ethernet. The study demonstrates the feasibility of combining real-time CAN traffic with high-

bandwidth Ethernet traffic through the integrated gateway. It also emphasizes the crucial role of TSN features in maintaining the real-time

properties of the CAN network, even in the presence of additional traffic loads.
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1. INTRODUCTION

In recent years, the automotive industry has experienced a
profound transformation, with vehicles advancing into complex
assemblies of interconnected sensors, actuators, and Electronic
Control Units (ECUs). These developments have fundamentally
altered the processes of vehicle design, manufacturing, and opera-
tion. Nevertheless, as vehicles become more dependent on sensor
data for a wide array of functionalities, in-vehicle data exchange
technologies are becoming crucial in the creation of new features
and services, underscoring the critical significance of accurate and
efficient measurement methods.

Traditionally, automotive networks have relied on technologies
such as Controller Area Network (CAN), Local Interconnect
Network (LIN), andMediaOriented SystemsTransport (MOST)
tofacilitatecommunicationbetweensensorsandECUs.Although
these technologies serve their purposewell, they face limitations in

meeting the demands of emerging features and services, primarily
due to their restricted bandwidth and limited data transmission
capabilities. Despite the predominant use ofCAN for powertrain,
vehicle dynamics, and low-level diagnostics, there is a growing
demand for higher bandwidth and lower latency in In-Vehicle
Networks (IVN) [1].

The landscape is evolving rapidly through the integration and
enhancement of low-level systems with new features provided by
ever more complex Advanced Driver Assistance Systems (ADAS),
which encompass a diverse array of sensors, such as cameras, LID-
ARs, and radars, producing a substantial volume of measurement
data at a high rate. Other emerging features are arising in auto-
motive, like IoT [2]–[4] or vehicle-to-vehicle (V2V) communica-
tions [5]. Given the safety-critical nature of ADAS systems, it is
imperative to ensure reliable and efficient data exchange.

In pursuit of enhanced performance and functionality, the
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automotive industry is moving towards the adoption of Ether-
net and its real-time extension with Time-Sensitive Networking
(TSN) as the in-vehicle communication network [6]–[8].

Ethernet is awidely accepted standard forwired digital commu-
nications that is defined in IEEE 802.3. This standard defines a set
of profiles tailored to meet the needs of various communication
scenarios, ranging from high-speed data transfer to robust, light-
weight solutions for constrained environments. These profiles
are differentiated on the basis of factors such as data rate, cabling
requirements, and intended use cases. For example, 1000Base-TX
and 2.5GBase-T are common profiles that are now implemen-
ted in most modern consumer and office-oriented equipment to
support high-bandwidth data streams that are typical of office
environments, home electronics, live video streaming, and similar
applications. These two profiles support 1Gbps and 2.5Gbps
speeds, respectively, over two pairs of twisted pair cables. How-
ever, the equipment required to operate these networks can be
relatively expensive and often requires the use of shielded cables
to prevent crosstalk and interference from other pairs or external
sources.

Although these profiles are the most popular for high-speed
data transfer in consumer electronics, the automotive and in-
dustrial sectors are moving in a slightly different direction. In
these industries, several factors need to be considered beyond
the data rate. For example, reliability, robustness, compatibility
with other protocols (such as Modbus TCP/IP, Ethernet/IP, and
PROFINET in industrial applications), maximum cable length,
cost, andweight are all critical factors that often outweigh the sole
focus on data rate. For this reason, 100Mbps and lower speed
profiles are still widely used in these fields.

These requirements are so significant that, in addition to high
data rate profiles, the IEEE 802.3 standard is also developing par-
allel profiles to address these needs. For example, the IEEE 802.3
standardfamilyhas recentlybeenenhancedwith theIEEE802.3cg-
2019 standard, which defines new profiles such as 10BASE-T1L
(industrial) and 10BASE-T1S (automotive).These profiles are part
of what is commonly referred to as Single-Pair Ethernet (SPE).

SPE introduces an entirely new physical layer with impressive
capabilities, including coverage of up to 1,000meters, full-duplex
data rates of up to 10Mbps, data and power over a single twisted
pair and bus topology, such as CAN bus.

The use of a single twisted pair makes SPE a lightweight and
cost-effective alternative, particularly suitable formodern vehicles
and industrial environments. It also allows for the reuse of existing
cables and topologies, which further reduces deployment costs.

In automotive applications, SPE can be employed to replace
specific sections of the CAN bus network while maintaining the
same wiring harness. This transition offers several advantages,
including the adoption of a more modern and faster network,
while significantly reducing the weight of the wiring harness and
the overall cost of the vehicle.

Focusing specificallyon the automotive sector, the transition to
fully SPEnetworkswill be gradual and is expected to take a signific-
ant amount of time. Inmore realistic short- tomedium-term scen-
arios, SPEwill coexistwith traditional automotivenetworks [9]. In
this context, IVNs are shifting towards zone-based architectures,
where different zones, based on CAN bus or other traditional
networks, are interconnected through SPE as, for example, shown
in Figure 1. Essentially, SPE will serve as the backbone for trans-
ferring data between these zones or domains, enabling seamless
communication throughout the vehicle [10].

However, this architecture can present certain challenges. Spe-
cifically, since all traffic fromdifferent zones is aggregated onto the
SPE backbone, a high volume of traffic, such as that generated by
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Figure 1. Example of a TSN-enabled in-vehicle network topology comprising

CAN bus nodes.

ADAS, like cameras or LiDAR, can result in increased latency for
some data streams. The issue becomes critical when the delayed
data is time-sensitive. Such delays can potentially lead to safety
concerns, for example, in collision avoidanceADASsystemswhere
timely data delivery is crucial. Similarly, delays in data related to
powertrain or vehicle dynamics can cause general malfunctions or
poor responsiveness, affecting the overall performance and safety
of the vehicle. It is evident that critical data, especially in com-
munication systems with a relatively low data rate such as SPE,
must be handled with mechanisms for stream reservation and
prioritization. These measures are essential to ensure reliability
and bounded latency for time-sensitive and safety-critical data
streams.

In this direction, Time Sensitive Networking (TSN) is pro-
gressively gaining interest in the automotive sector as a solution
to address the challenges posed by integrating various commu-
nication technologies [8], [11]. TSN, an extension of the IEEE
802.1 standards, introduces mechanisms for time synchronisa-
tion, traffic scheduling, andbounded latency, ensuring the reliable
delivery of time-critical messages over Ethernet. It is important
to note that TSN defines these mechanisms at a high level and is
not tied to a specific physical or MAC layer. In recent years for
example, TSN capabilities have been integrated into Wi-Fi (IEEE
802.11) [12], demonstrating its flexibility in different networking
technologies. This flexibility ensures that TSN is fully compatible
with SPE, although SPE does not share the same physical layer
as traditional Ethernet. This compatibility is further reinforced
by the development of TSN-enabled SPE controllers from major
chip manufacturers, providing robust support for time-critical
communication in automotive and industrial applications [13].

In this paper, we address the challenges of integrating existing
IVNs with Ethernet, focusing on the coexistence of traditional
CAN networks with SPE and Time-Sensitive Networking. Spe-
cifically, we propose an experimental setup based on real hardware
that mimics a zone-based vehicle architecture, where CAN nodes
are integrated within the in-vehicle Ethernet network. The pro-
posed approachutilizes a gateway implementedon aTSN-enabled
switch, capable of bridging the real-time CAN network with the
TSN-enabled in-vehicle Ethernet network. Although this work
does not specifically address 10BASE-T1S, we consider 10BASE-
TX, which provides the same data rate and exhibits similar charac-
teristics. We assume that data originating from the CAN network
is time-critical and must be transmitted with minimal latency. To
evaluate the performance of the proposed system, we measure
the latency of real-time CAN traffic under different traffic pro-
files and TSN configurations. For completeness, we also consider
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other data rates to assess the scalability of the system and highlight
the importance of TSN at lower data rates. The experimental res-
ults demonstrate the effectiveness of the proposed approach in
meeting time-critical communication requirements, ensuring the
real-time properties of the CAN network are preserved, while
leveraging the advantages of TSN-enabled Ethernet.

In detail, the paper is organized as follows. Section 2. provides
an overview of the related work. Section 3. introduces the pro-
posed approach, the experimental setup, and the measurement
methodology. Section 4. presents the experimental results. Finally,
Section 5. concludes the paper.

2. RELATED WORKS AND CONTRIBUTION

The integrationofCANandEthernet in the context of vehicles
is progressing through various strategies, each with its own trade-
offs in terms of latency, network efficiency, and cost.

In this regard, [14] introduces CAN XL as an evolution of
CAN that is capable of encapsulating Ethernet frames, and it ex-
plores how composite CAN XL-Ethernet networks can operate
effectively. The paper describes two encapsulation techniques:
Ethernet over CAN (EoC), which encapsulates Ethernet frames
into CAN XL frames, and IP over CAN (I4oC), which directly
maps IP datagrams to CAN. Although the results are promising,
implementing this approach can be complex, as it requires dedic-
ated hardware that differs significantly from existing automotive
systems and standards. Additionally, the need for a fragmenta-
tion protocol in CAN XL to handle large Ethernet payloads is
also discussed. Consequently, it seems natural to move toward
the convergence of CAN over Ethernet rather than proposing a
completely new version of CAN [15].

Themost common approach is the use of gateways to intercon-
nect the twonetworks.However, themain challenges in designing
these interfaces arise from differences in communication proto-
cols and timing requirements. A significant amount of research
has focused on finding innovative solutions to improve the ef-
ficiency of the gateway. One major challenge is the disparity in
operating speeds between the two networks. CAN typically op-
erates at lower speeds (up to 1Mbps), while Ethernet operates
at much higher speeds. Encapsulating a CAN frame within an
Ethernet frame often results in reduced efficiency [16]. To ad-
dress this, [17] examines gateway strategies for embedding CAN
frames in Ethernet/IP packets, proposing various transforma-
tion techniques that optimize protocol overhead and message
latency. Beyond the standard 1:1 mapping method, buffer-based,
time-based, and priority-based approaches are discussed. Simil-
arly, [18] focuses on optimizing the design of the gateway and
implements a frame-packing strategy to reduce bandwidth con-
sumption. It introduces the Fixed Waiting Time (FWT) strategy,
where CANmessages are accumulated for a fixed duration before
being sent as a single Ethernet frame.

Evidently, the key to higher efficiency lies in the aggregation
of multiple CAN frames into a single Ethernet frame. However,
this introduces additional latency, which may be unacceptable
for certain applications [19], [20].

To minimize latency, CAN frames should be transmitted as
soon as they are available at the gateway, even at the cost of ef-
ficiency. However, achieving the lowest possible latency is chal-
lenging due to competing Real-Time (RT) or Best-Effort (BE)
traffic within the Ethernet network. In such cases, two primary
strategies can be employed to reduce latency:

1) Optimized Medium Access Control (MAC) Protocols:
For instance, [21] proposes enhancements to 10BASE-T1S

Ethernet, including the Physical Layer Collision Avoid-
ance (PLCA) protocol and a priority mechanism based
on the Inter-Packet Gap (IPG) to allow nodes with ur-
gent data to transmit with higher priority. Similarly, [22]
further explores the use of 10BASE-T1S in delay-sensitive
vehicular networks, introducing an interrupt mechanism
for urgent packet transmission. This mechanism allows ex-
press packets to interrupt ongoing transmissions, enabling
very low-latency delivery.

2) Time-Sensitive Networking (TSN): TSN is used to
address latency-related issues and mitigate interference
between data streams. In [23], a time-aware CAN-to-
Ethernet gateway is developed, utilizing TSN features such
as timesynchronisation(802.1AS).Thegateway, implemen-
ted on an STM32 microcontroller, acquires CAN frames
and transmits them to an Ethernet network connected to
a TSN-enabled switch. Frames are then transmitted on
the basis of a scheduler that considers maximum waiting
times, thereby optimizing latency performance. Further-
more, [24] integrates the Time-Aware Shaper (TAS) of
TSN and demonstrates that this approach can reduce the
maximum latency. However, a drawback of using TAS is
that traffic is ”windowed”, meaning that in the worst case,
trafficcanbedelayedby the cycle time.Thisposes challenges
for applications requiring the lowest possible latency.

Therefore, in this paper, we adopt a similar, yet fundamentally
different approach. Specifically, we leverage the capabilities of
modern TSN-enabled switches to provide integrated support
for both CAN and Ethernet on a unified hardware platform.
Instead of relying on external hardware to convert CAN frames
into Ethernet frames, we utilize a TSN-enabled gateway that
seamlessly bridges the two networks directly on the TSN switch.

For traffic prioritization, rather than using TAS, we rely on
IEEE 802.1Qav (credit-based fair queuing). This approach simpli-
fies the integrationofCANandEthernetona sharedTSN-enabled
hardware platform, while achieving efficient traffic management.
The proposed method minimizes complexity, while maintaining
a balance between latency and efficiency, making it well suited for
modern vehicular communication systems.

3. EXPERIMENTAL SETUP AND MEASUREMENT METHODO-

LOGY

Figure 1 presents a sample configuration of an in-vehicle net-
work topology that seamlessly integrates both CAN and Ether-
net networks. In this configuration, the topology starts by being
divided into two separate network domains. The first domain
comprises multiple nodes that are tasked with processing data
from various sensors and actuators; these include components
such as powertrain systems andwheel-related sensors. The second
domain is designated for the Ethernet network, which supports
modern sensors capable of generating high-volume data streams,
such as cameras, LiDARs, and radars.

A TSN-enabled switch serves as the intermediary bridge
between these two network domains and can also operate as a
CAN-to-Ethernet gateway. In particular, this switch functions
as a real-time embedded Linux device furnished with real-time
networking capabilities and the potential for custom software
execution. This configuration allows for the direct realization of
CAN-to-Ethernet bridging on the switch itself. Ultimately, the
principal central controller accepts the data streams from theTSN
switch, processes these data, and makes decisions to manipulate
the actuators.
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Figure 2. Scheme of the experimental setup.

In our experimental setup, a prototype system was effectively
constructed to replicate the topology showcased in Figure 1. For
simulation purposes, a single Ethernet device was used to emu-
late multiple connected devices and generate network traffic. The
setup features two Next Unit of Computing (NUC) devices, spe-
cifically the TNKi5000 Intel NUCs, both powered by an Intel
Core i5-1135G7 CPU and operating on Ubuntu 22.04 with a
standard non-real-time kernel (version 6.3), as shown in Figure 2
andFigure 3.One of theseNUCs is taskedwith generating a traffic
profile that simulates ADAS scenarios, while the other, maintain-
ing the same software and hardware configurations, acts as the
primary central controller. The TSN switch, an NXP LS1028A
model running the Real-Time Edge Linux distribution, incorpor-
ates five Ethernet interfaces and two CAN interfaces.

To mimic the attributes of a 10BASE-T1S Single-Pair Ethernet
network, the Ethernet interfaces on the switch and the NUCs
were configured to operate at a speed of 10Mbps utilizing the
native Linux ethtool utility.

Regarding the CAN bus network, the primary component
involved is an STMicroelectronics STM32F767ZI microcontrol-
ler and the Ethernet switch. Specifically, the NUCLEO-F767ZI
development board, which is based on the STM32F767ZI mi-
crocontroller, was utilized in this setup. This microcontroller is
powered by an ARM Cortex-M7 core and incorporates an in-
tegrated CAN interface along with a hardware-supported IEEE
1588-2008 Precision Time Protocol (PTP) clock. As we will elab-
orate later, the PTP clock is integral in our setup for the precise
measurement of CAN frame latency.

Themicrocontroller operates at a peak frequency of 216MHz,
which is derived from a PLL driven by an8MHz crystal oscillator.
The PTP clock is directly derived from the base clock with the
assistance of a prescaler, which dictates its increment rate. To
accommodate any variations, the PTP clock can be modified for
offset, frequency, and phase through dedicated software registers.

On the software side,we employZephyrRTOS, an open source
real-time operating system that provides an abstraction layer that
supports a wide array of platforms and silicon manufacturers.
Among its numerous attributes, Zephyr extends support forTSN,
specifically IEEE 802.1AS (gPTP). In this study, we used the
upstream version of Zephyr available on GitHub [25], using it
without particular custom changes.

Essentially, the STM32 board emulates one of the time-critical
nodes linked to the vehicle’s CAN bus network. Both CAN in-
terfaces present on the switch are implemented in the following
manner:

- The can0 interface operates as a ”collector” port, capturing
all CAN traffic and forwarding it to the Ethernet network.
The STM32 CAN interface is connected to this particular
port.

- The can1 interface serves to emulate the rest of the CAN
bus network, incorporating various other devices, sensors,
and actuators that may use CAN communication. A CAN
traffic generator is used to control this port, dispatching
CAN frames with various periodicities and priorities.

This configuration enables efficient simulation of a real-world
CANbus networkwithout the need for a large number of physical
CAN devices. Given that both the STM32 device and the traffic
generator on can1 transmit frames to can0, we can account for
the delays resulting from the CAN controllers and transceivers,
as well as the potential delays arising from bus collisions that can
manifest in a real network.

In the subsequent sections, we will dive into the detailed ar-
chitecture and operational principles of each subsystem, along
with the methodological approach employed to measure CAN
frame latency.

3.1. Time synchronisation (802.1AS)

The primary objectives of this experimental campaign are
threefold: i) to examine the latency experienced by CAN frames
in a mixed CAN-TSN domain, ii) to evaluate the impact of in-
terfering traffic on the time-sensitive CAN subsystem, and iii) to
assess the effectiveness of TSN features in prioritizing real-time
and time-sensitive traffic.

A crucial aspect of these experiments is the ability to perform
precise time measurements with minimal uncertainty, ensuring
an accurate evaluation of the system performance.

To this end, sharing the same time reference among all the
devices involved is crucial. To achieve this, we used the IEEE
802.1AS standard, a profile of the IEEE 1588 PTP, specifically
designed for time-sensitive networking applications and capable
of providing a sub-microsecond synchronisation error [26].

In essence, IEEE 802.1AS, also known as the Generalized PTP
(gPTP), establishes a common time reference across all time-aware
devices in a network. The protocol operates on the basis of a hier-
archical structure, where a single Grandmaster clock (GM), also
called Grand Leader (GL), serves as the main time source, while
other devices, called Followers, synchronise their local clocks to
match the GM’s reference time. The synchronisation process in-
volves the periodic exchange of timestamped messages, including
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Sync, Follow_Up,Delay_Req, andDelay_Resp frames, which al-
low each Follower to estimate both propagation delay and clock
offset relative to the GM. The local clocks then apply corrections
to align with the reference time, ensuring precise synchronisation
throughout the system.

As depicted in Figure 2, the TSN switch functions as the
Grandmaster Clock in our setup, while the two NUCs and the
STM32 microcontroller act as Followers. It is important to note
that, in the case of the STM32, the Ethernet interface is used
solely for time synchronisation purposes, whereas actual data
transmission occurs over the CAN interface. This setup ensures
that all devices in the systemshare a commonnotionof time,which
is crucial for accurately measuring the CAN frame latencies and
analyzing network performance.

3.2. Latency measurement methodology

The measurement system utilized in this experimental cam-
paign is based on the methodology proposed in [27]. This ap-
proach eliminates the need for external measuring instruments or
systems. Instead, data packets serve as probe frames, encapsulating
transmission and reception timestamps, which are subsequently
extracted and analyzed to obtain latency values.

To ensure the significance of the measured latency and minim-
ize uncertainty, it is assumed that the devices generating probe
frames are accurately time-synchronised. Thismethod has already
been validated as both reliable and accurate [27], [28], guarantee-
ing the quality of the results obtained.

Although time synchronisation is straightforward for Ether-
net devices within the TSN domain, it presents challenges for
CAN nodes, as CAN lacks a native time-synchronisation mech-
anism or timestamping capability. However, if the CAN frames
originate from a time-aware device within the TSN domain, it is
possible to adopt the same technique proposed in [27]. This in-
volves encapsulating a synchronised timestamp within the CAN
frame: upon transmission, the system clock’s current timestamp
is embedded in the frame, and upon reception, this timestamp is
extracted and compared against the receiver’s clock to compute
latency. Let 𝑡CANTX denote the transmission timestamp and 𝑡RX
the reception timestamp. The latency 𝛿 is then calculated as

𝛿 = 𝑡RX − 𝑡CANTX . (1)

In the setup, the presence of twoCAN interfaces on the switch,
along with a hardware-based IEEE 1588-2008 PTP clock-enabled
Ethernet port on the STM32, facilitates the development and
implementation of the latency measurement methodology.

For traffic generated by the switch to simulate other devices on
the CAN bus, we generate CAN frames containing the current
time of the TSN switch, which are transmitted through the can1
interface. Subsequently, these frames are received at the can0 in-
terface and forwarded to the CAN-to-Ethernet gateway. A similar
procedure is followed in the case of the STM32. As previously de-
scribed, the STM32 is connected to the TSN switch via Ethernet
exclusively for synchronisation purposes, ensuring that its PTP
clock is aligned with that of the TSN switch. The gPTP core of
Zephyr OS provides access to the current synchronised time for
other OS modules.

On the STM32, we implemented a dedicated thread that peri-
odically transmits CAN frames. Each time a frame is generated,
the system retrieves the current synchronised timestamp from the
OS and embeds it into the frame before sending it via the CAN
interface to the switch. The switch then receives the frame and
forwards it to the CAN-to-Ethernet gateway.

It is important to emphasize that the use of multiple physical
CAN interfaces connected to a single reception port, rather than a

Figure 3. Experimental setup.

single port in loopbackmode, provides amore accurate estimation
of real-world latencies. This setup accounts for delays introduced
by multiple CAN controllers, better reflecting the conditions of
a real deployment scenario. In contrast, when frames are trans-
mitted from a single port in loopback mode without multiple
CAN devices, there are no bus collisions, which could lead to an
artificially lower latency estimation.

Another importantpoint to consider is that althoughwe encap-
sulate timestamps in the frames generated directly by the switch,
the analyses presented later focus exclusively on the measure-
ments taken from frames generated by the STM32 microcon-
troller. These frames best represent real CAN network traffic, as
they are affected by delays introduced by transceivers and poten-
tial collisions. The traffic generated by the switch serves solely as
interference traffic.

3.3. CAN traffic generator

In order to generate CAN traffic effectively and simulate com-
munications frommultiple devices, we employ custom-built soft-
ware that operates directly on the TSN switch. This specialized
software is programmed to consistently generate CAN frames at
a steady and uniform rate, featuring a predetermined CAN ID
alongside a payload comprising 8 data Bytes, which is fully popu-
lated. For the purpose of closely mimicking real-world vehicular
environments,wederiveCANframe IDs fromreal automotive im-
plementations. Specifically, our solution is capable of interpreting
and replayingCANdatabase files, known asDBCs,whichwe have
sourced from an open source repository, as cited in [29]. From all
available databases, we selected one that comprises a total of 92
unique frames, with their IDs spanning from 0x109 to 0x651.
In particular, since the database lacks detailed information con-
cerning the periodicity of these frames, we made assumptions
based on an even distribution, categorizing them into three dis-
tinct groups with transmission intervals set at 1ms, 10ms, and
100ms, respectively. To more accurately simulate the asynchron-
ous nature of real-world transmission scenarios, the software is
configured to introduce a deliberate delay for the initial trans-
mission of the first frame in each group. This delay is a random
period between 0 and 100ms, ensuring variability in start times.

Regarding the STM32, as briefly mentioned earlier, we im-
plemented a dedicated thread that periodically transmits CAN
frames with a data size of 8 Bytes. Each frame embeds a gPTP
timestamp retrieved from the gPTP core of the Zephyr OS kernel.
The transmission rate is set to 1ms, using the CAN ID 0x101. In
particular, this ID is lower than the smallest ID found in the data-
base. This choice is intentional becausewe are primarily interested
in the latency of time-critical frames. In real-world applications,
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it is common for time-critical frames to have lower IDs than other
frames, ensuring that they are prioritized in the event of collisions.

In general, the CAN bus was set to operate at 500 kbps, which
is a common speed for INVs. The occupancy of the bus was 100%,
verified with canbusload of the can-utils suite, to simulate
the worst scenario.

3.4. CAN-to-Ethernet gateway

The gateway utilizes an adapted version of the SocketCAN
utilities offered for the Linux kernel, which have been improved to
accommodate the trafficpriority features requiredbythe802.1Qav
standard.Operationally, thegateway functionsbyacquiringCAN
frames through thecan1 interface.These frames are subsequently
encapsulated within User Datagram Protocol (UDP) frames,
which are then directed to the internal software bridge of the
TSN system. Following this processing step, the encapsulated
frames are transmitted over Ethernet to reach the main controller.

3.5. Stream reservation (802.1Qav)

In the experimental configuration under consideration, it is
imperative to prioritize two data streams: i) the PTP synchronisa-
tion traffic and ii), the CAN traffic. During initial trials, it was
evident thatwhen the Ethernet communication channelwas heav-
ily loaded, there were instances where PTP frames were either
intermittently dropped or experienced significant delays. This
caused a serious interruption in synchronisation. Consequently,
it became apparent that giving precedence to PTP traffic over all
other data types was of crucial importance. To effectively imple-
ment this priority scheme,Virtual LocalAreaNetworks (VLANs)
were set up according to the 802.1Q standard on all devices that
participate in the synchronisation process.

The standard employs the Priority Code Point (PCP) field
locatedwithin the VLAN tag of an Ethernet frame to offer a range
of eight distinct priority levels, numbered sequentially from 0
to 7. This allows for the categorization and distinction of frames
according to their assigned importance or the urgency of their
forwarding priority. In the configuration that has been proposed,
we have designated priority level 5 specifically for PTP traffic,
while priority level 3 has been allocated to CAN traffic. All other
Ethernet traffic types are assigned a lower priority level of 1.

To effectively support this priority scheme, the switch takes
advantage of the capabilities of IEEE 802.1Qav, the internal con-
figuration of which is illustrated in Figure 4. In particular, the
Linux kernel integrates a specific traffic queue discipline, named
Multiqueue Priority Qdisc MQPRIO, which enqueues frames into
physical hardware queues and forwards them based on their pri-
ority.

Finally, to fine-tune the maximum bandwidth allocated for
each stream, the queues handling CAN and Ethernet traffic are
thenmanaged by theCredit-Based Shaper (CBS)mechanism.The
mechanism is realized through increasing/decreasing the credit
value of the specific queues, that is, the credit for high-priority
queues increases faster and therefore reaches the transmitting
threshold more frequently than the low-priority queues. This
strategy, together with the queue discipline, allows traffic access
bandwidth to be controlled based on traffic priorities.

3.6. Time-Aware Shaping (IEEE 802.1Qbv)

Time-Aware Shaping (TAS), standardized by IEEE 802.1Qbv,
enables thedeterministic schedulingofEthernet trafficbydividing
time into recurring cycles with predefined transmission windows.

At the core of 802.1Qbv is theGateControl List (GCL),which
manages transmissiongates associatedwitheach trafficclassqueue.

Q0Q0

Q2

Q3

Q0Q0

Q5
...

Q7
...

CBS

CBS

Q1

Filter/
Dispacher

Gateway

eth0 eth1

ca
n1

MQPRIO CBS

Figure 4. 802.11Qav configuration of the TSN switch.

These gates are opened and closed based on a time schedule, effect-
ively implementing a Time-Division Multiple Access (TDMA)
scheme. During each cycle, only selected queues are permitted
to transmit, ensuring that high-priority traffic is not delayed by
lower-priority or best-effort traffic. TAPRIO is the Linux imple-
mentationof IEEE802.1Qbv. It leverages this concept by allowing
users to define time-aware transmission schedules directly in the
operating system. It configures the gates of hardware (or software)
queues to open and close according to a cyclic GCL, ensuring
that high-priority frames are transmitted within their reserved
time slots.

3.7. Ethernet traffic generator

To simulate the presence of ADAS or other devices in the Eth-
ernet network, we employed the iperf3 utility, which is capable
of generating traffic at the maximum rate supported by the net-
work. The utility was configured to generate a continuous stream
of UDP packets with a payload size of 500 Bytes. This configur-
ation was chosen to ensure that the Ethernet network was fully
saturated, thereby creating a worst-case scenario for the CAN
traffic. The utility was executed on the NUC acting as the Ether-
net traffic generator, which was connected to the TSN switch via
an Ethernet interface. The switch was configured to prioritize the
CAN traffic over the Ethernet traffic, as previously described. So
when stream reservation (802.1Qav) was enabled, Ethernet traffic
was classified as best-effort traffic with priority level 1, while CAN
traffic was classified as real-time traffic with priority level 3.

4. EXPERIMENTAL RESULTS

We conducted multiple sets of experiments to evaluate the
latency of real-time CAN traffic under different traffic profiles
and TSN configurations. For each experiment, 100,000 samples
were collected from frames originating from the STM32.

In the first set of experiments, we measured the latency of the
CAN connection without interference from any other traffic,
establishing a baseline latency. Next, we introduced Ethernet
traffic simulating data streams from sensors, without enabling
anyTSNfeatures.Asmentioned above, theEthernet traffic stream
wasgeneratedusing theiperf3utility in away that fully saturated
the available bandwidth.

With Ethernet traffic enabled, we then performed two addi-
tional tests, where we purposely enabled the mentioned specific
TSN features. In particular, we first enabled MQPRIO, which as-
signed CAN bus traffic to a transmission queue of higher priority
than Ethernet traffic. Next, we conducted another experiment
where both MQPRIO and CBS (that is, bandwidth stream reserva-
tion) were enabled (see Sec. 3.5.).
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Figure 5. Latency of real-time CAN traffic transmitted the STM32with the Ether-

net network set at 10Mbps with various traffic profiles and TSN configurations.

Table 1. Statistics of the latencies of real-time CAN traffic transmitted the

STM32 with the Ethernet network set at 10 Mbps with various traffic profiles

and TSN configurations.

Mean (µs) Std (µs) Min (µs) Max (µs)
Scenario

CAN only 459 80 276 640

CAN+ETH 988 115 700 1817

CAN+ETH with

MQPRIO

792 91 538 1002

CAN+ETH with

MQPRIO+CBS

497 88 278 723

CAN+ETH with

TAPRIO

1053 289 403 1624

Moreover, to allow a thorough comparison of the different
TSN strategies, we also performed a final test in which, instead of
using MQPRIO and CBS, we enabled only TAPRIO (see Sec. 3.6.).

4.1. Results at 10 Mbit/s

The results of the first set of experiments with the Ethernet
network set to 10Mbit/s are presented in Figure 5, while Table 1
provides more detailed statistical analysis.

As a primary outcome, the baseline latency of CAN traffic, in-
cluding transmission through the CAN interfaces and processing
on the gateway, is approximately 459 µs on average, with a relat-
ively low standard deviation of 80 µs. A particularly interesting
result concerns the minimum latency, which is 276 µs. This im-
plies that the total latency overhead introduced by the software
components in the STM32, the gateway, and transmission over
the Ethernet network is approximately 52 µs. In fact, considering
that a full CAN frame is 112 bits long and the CAN bus operates
at 500 Kbps, the transmission time for a single frame is 224 µs.
The remaining time is therefore attributable to the additional
processing and network transmission. This is a positive result as
it demonstrates that in the best-case scenario, the gateway does
not introduce a significant latency overhead for CAN traffic.

On the other hand, the baseline latency can extend up to a
maximum of 640 µs. This variability is primarily due to other
traffic on the CAN bus, which can cause delays, collisions, and
retransmissions.

When interfering traffic is introduced on the Ethernet network
without any TSN features enabled, latency increases significantly.
The average latency rises to 988 µs, with a maximum of 1817 µs.
This result is expected, as the Ethernet traffic saturates the link
and the CAN traffic is not prioritized. Furthermore, the second
column of the box plot in Figure 5 shows a significant number
of outliers, probably caused by Ethernet traffic interference. The
presence of these outliers highlights the lack of determinism in the
system, making it unsuitable for hard real-time and time-critical
applications.

The introduction of MQPRIO, which prioritizes CAN traffic
over Ethernet traffic without reserving bandwidth, results in a
slight overall reduction in latency, with an average of 792 µs. In
this setup, CAN traffic is assigned to a higher priority transmis-
sion queue than Ethernet traffic. Consequently, when the switch
processes queued frames, it prioritizes those from the CAN bus.
Despite this prioritization, it is still not possible to fully restore
latency to baseline levels. However, the improvement in determin-
ism is evident as the standard deviation decreases and the presence
of outliers is reduced.

Finally, the introduction of CBS allows for dedicated band-
width reservation for CAN traffic. Specifically, the shaper was
configured to ensure that the reserved bandwidth supports the
same worst-case packet delivery rate as a CAN bus operating at
500 Kbps. For reference, let us consider the following.

- Total length of a CAN frame: 112 bits
- Bitrate of CAN: 500 Kbps
- Packet rate for CAN: 500000

112
≈ 4464 packets per second

(pps)
After UDP encapsulation on the gateway, the length of the en-
capsulated packet becomes 400 bits. Tomaintain the same packet
delivery rate, the minimum bitrate required would be:

Minimum bitrate = 4464 ⋅ 400 ≈ 1785 600 bps ≈ 2Mbps.
(2)

We configured the CBS to reserve 2Mbps for CAN traffic and
8Mbps for Ethernet traffic. As shown in Figure 5 and Table 1, the
benefits of introducing 802.1Qav are evident. With TSN features
enabled (MQPRIO+CBS), the latency of CAN traffic is approx-
imately 497 µs. In terms of standard deviation, the bandwidth
reservation effectively restores the latency to its original level, i.e.
the latency observed without additional Ethernet traffic, at the
cost of reserving 2Mbps of bandwidth. Although a degradation
of approximately 10 % still remains in the mean and maximum
latency values compared to the baseline (no background traffic),
this represents a substantial improvement over the case without
TSN features enabled.

For reference, we also conducted an additional test in which,
instead of using MQPRIO and CBS, we only enabled TAPRIO, the
time-aware shaper of TSN, which regulates traffic based on time
windows. As illustrated in Figure 6, we allocated a total transmis-
sion window of 1ms, with 200 µs reserved for CAN traffic and
800 µs for Ethernet traffic. This setup is functionally equivalent
to the MQPRIO+CBS configuration, but uses a different approach.
Specifically, reserving 200 µs from a 1ms window on a 10Mbps
link effectively corresponds to reserving2Mbpsbandwidth.How-
ever,unlikeCBS,which reservesbandwidthcontinuously,TAPRIO
reserves bandwidth only during the designated timewindow.This
means that traffic with a certain priority can be transmitted only
when the corresponding window is open.

As shown in Figure 5 and Table 1, the latency with TAPRIO
is consistently higher than in the baseline and CBS cases. This
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Figure 7. Latency of real-time CAN traffic transmitted the STM32 with the

Ethernet network set at 100 Mbps with various traffic profiles and TSN config-

urations.

Table 2. Statistics of the latencies of real-time CAN traffic transmitted the

STM32 with the Ethernet network set at 100 Mbps with various traffic profiles

and TSN configurations.

Mean (µs) Std (µs) Min (µs) Max (µs)
Scenario

CAN only 449 78 267 615

CAN+ETH 684 135 351 972

CAN+ETH with

MQPRIO

548 86 315 746

CAN+ETH with

MQPRIO+CBS

504 87 268 704

CAN+ETH with

TAPRIO

931 289 280 1501

behavior is expected: in the best case, a frame arriving from the
CAN bus finds the transmission window already open and is
offloaded immediately. However, in the worst case, the frame
must wait for the next available window, leading to higher latency
and a higher standard deviation. On the other hand, as with
CBS, the number of outliers is reduced compared to the scenario
without TSN features. This makes TAPRIO a suitable solution for
real-time applications where determinism is more critical than
absolute latency.

4.2. Results at 100 Mbit/s

Based on these results, we performed an additional set of exper-
iments with the Ethernet network set to 100Mbps. The results
of these experiments are shown in Figure 7, while Table 2 provides
a more detailed statistical analysis.

As observed, the results confirm the behavior previously dis-
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Figure 8. Latency of real-time CAN traffic transmitted the STM32with the Ether-

net network set at 1 Gbps with various traffic profiles and TSN configurations.

Table 3. Statistics of the latencies of real-time CAN traffic transmitted the

STM32 with the Ethernet network set at 1 Gbps with various traffic profiles

and TSN configurations.

Mean (µs) Std (µs) Min (µs) Max (µs)
Scenario

CAN only 454 76 262 620

CAN+ETH 475 76 283 657

CAN+ETH with

MQPRIO

464 78 274 655

cussed with respect to TSN configurations. However, the higher
bandwidth reduces the impact of the various TSN features. This
is because, at 100Mbps, the CAN bus traffic represents only 2
% of the total traffic, whereas in the previous case of 10Mbps, it
represented 20 %.

Examining the experiment without the TSN features enabled,
there is an increase in overall latency, but it is significantly lower
than in the 10Mbps case. Enabling MQPRIO alone reduces the
latency to near-baseline levels. As in the previous scenario, CBS
fully restores the original latency, that is, the latency observed
without additional traffic.

Special attention should be paid to the casewhere onlyTAPRIO
is enabled. Here, as observed, there is practically no difference
compared to the experiment at 10 Mbps. This is expected, as the
presence of time windows produces the same effects as in the
previous case.

4.3. Results at 1 Gbit/s

Finally, to validate our observations regarding the impact of
increased bandwidth, we performed an additional set of exper-
iments with the Ethernet network set to 1Gbps. The results of
these experiments are presented in Figure 8,whileTable 3 provides
a more detailed statistical analysis.

As observed, when Ethernet traffic is enabled, the increase in
latency is marginal, as the high bandwidth effectively supports
CAN traffic even without TSN features enabled. Furthermore,
the introduction ofMQPRIO alone successfully reduces the latency
to its baseline value.
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4.4. Discussion of the results

The results obtained provide valuable information on the im-
pact ofTSNfeatures on real-time traffic latency. Firstly, it becomes
evident that a well-configured setup of shapers and priorities is
crucial for ensuring the operational efficiency and stability of
the TSN domain, particularly when the Ethernet link operates
at lower bandwidths. In such situations, if time-critical traffic
shares bandwidth with high-bandwidth best-effort traffic, there is
a risk of frame drops or delays for time-critical transmissions. This
issue arises because all frames share the same hardware queues,
potentially leading to buffer resource starvation.

Therefore, careful consideration and optimization of priority
assignments are essential to maintain the integrity and reliability
of real-time communication in TSN-enabled networks.

The feasibility of combining real-time CAN traffic with high-
bandwidth Ethernet traffic using an on-board gateway has been
demonstrated. When the Ethernet link operates at 10 Mbps, the
additional latency introduced by Ethernet traffic is substantial
compared to the baseline latency observedwithCAN traffic alone.
However, the introduction of TSN features, such as 802.1Qav,
successfully restores the original latency, even in the presence of
other high-bandwidth traffic. This effect becomes progressively
less significant as the Ethernet link bandwidth increases, with
minimal impact at 100 Mbps and virtually no effect at 1 Gbps.

These findings highlight the importance of TSN features, par-
ticularly in Single-Pair Ethernet applications where bandwidth
is limited. In such cases, the Credit-Based Shaper is essential to
ensure the network’s real-time properties. Additionally, the Time-
Aware Shaper proves to be a valuable solution for real-time ap-
plications that prioritize determinism, even if absolute latency is
less critical.

5. CONCLUSION

In this paper, we explored the integration of CANbus commu-
nication with in-vehicle 10BASE-T1S single pair ethernet using
TSN. The proposed approach leverages TSN switches that sup-
port both interfaces on a single hardware platformwhile allowing
custom software execution. The analysis focused on a worst-case
bandwidth efficiency scenario, where the CAN-to-Ethernet gate-
way operates without aggregating CAN frames, thereby avoiding
high-level queuing at the application layer. We demonstrated
that the proposed implementation integrates seamlessly into a
TSN-enabled system and benefits from the TSN functionalit-
ies. Specifically, measurements from our prototype established
a baseline for CAN bus traffic latency and confirmed that TSN
features are crucial at low bandwidths to restore original latency
levels, when high-bandwidth traffic is present. Furthermore, the
findings showed that other reservation strategies, such as theTime-
Aware Shaper, despite being less efficient than the Credit-Based
Shaper, can be valuable for real-time applications that prioritize
determinism only.

This setup serves as a foundation for more complex scenarios.
Future research will extend the experimental setup to incorporate
additional TSN switches and devices, allowing an assessment of
performance when multiple CAN bus networks coexist within
a single TSN domain. In addition, future work will introduce
more intricate traffic patterns, such as burst traffic, to examine its
impact and address the associated challenges.
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